Healthcare is the most breached industry with Personal Health Information (PHI) being more valuable on the black market
than credit card credentials or regular Personally Identifiable Information (PIl). When a data breach occurs at a private
company, the loss of Pll can be inconvenient to consumers, reputation-battering for the organisation, and may lead to
identity theft but if a security incident takes place at a healthcare service, the ramifications can be incredibly serious.

A broad movement towards digitisation of medical records has resulted in the increased reliance of Healthcare companies
on computer systems to collect and transact highly sensitive personal health and medical data. There is a high exposure to

administrative errors due to the reliance on employees to input accurate information into systems. Legacy computer
systems are often unsegregated, which increases the potential that one event could have a severe impact on operations.

Lack of security in the sector has resulted in a 50% increase of data breaches, from June 2017 to May 2019 and an

exponential rise is continuing into 2020.

Delays or disruption could seriously impact patient care or even cost lives.
Healthcare facilities simply can't afford the outages, downtime, or general
post-breach scrambling that an attack would cause, making them “easy
money” for criminals. Ransomware is common, with no choice but to pay the
ransoms. Examples of stolen medical data include: patient data, administrative
paperwork, biometric data and prescription information.

Data breaches in the healthcare industry are extremely costly compared to all
other sectors. Recent research has highlighted the cost per stolen record is 3x
higher than the cross-industry average. Significant advertising expenditures
required to restore public relations integrity is a big contributor to this.

The sheer number of patients, visitors, and contractors on site at any one
time would give any admin team a challenge to monitor, never mind secure.
This combined with common ‘Bring Your Own Device’ protocol within all
sizes of healthcare organisations raises the susceptibility and exposure to
cyber attack.

Medical institutions are also targeted for the purpose of stealing research.
Medical research can take many years and cost millions to develop, but it can
be stolen in minutes. Motives for stealing research may vary, but most are
financially based.

Remote tampering with pacemakers, insulin pumps and digital pens used for
writing prescriptions; these devices may be exploited to enable data theft or
to gain access to other healthcare infrastructure or systems.
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What types of risks exist?

There is a variety of different threats that the healthcare industry
could be impacted by, but the most common include:

Phishing

Malicious emails designed to look like genuine emails which
encourage employees to click - infecting their computers or
stealing passwords in the process.

¥gw Viruses
%‘ Code which infects computer systems, corrupting or
deleting data.

Hacking
An individual or group attempting to gain access to company
systems with the intent to steal or destroy data.

Ransomware
D

A malicious programme which locks access to company files
and data until a ransom payment is made, after which time
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access may be restored.

Type 3 3 o/O

"Locky" ransomware attack on a nationally recognised medical and surgical of healthcare companies cite unaware
hospital employees as the main vulnerability that
has significantly increased their risk

N exposure over the past 12 months®
Scenario

A hospital employee received an email requesting urgent payment that
contained a malicious Word document disguised as an invoice and
mistakenly clicked on the email attachment.

Sting

After the document was opened and asked the user to enable macros to
ensure the readable format of the data, it also executed a malicious script
that installed the latest version of the “Locky” ransomware virus on the
victim's computer. The hospital had to declare an "internal emergency"
due to systems, databases and critical information being encrypted, and
hospital staff members being locked out and unable to access the
network. For the hospital to regain access and restore their files, the
ransomware demanded $17,000 to be paid in Bitcoin for a decryption key.

Investigation

Relying heavily on online records to operate daily and look after their
patients properly, and faced with a long backup process and catastrophic,
potentially life-threatening disruption, the hospital gave in and paid the
ransom.

Conclusion

Ransomware is one of the most difficult types of malware to deal with
upon infection, but some key security measures can be implemented to
prevent the increasing threat of such attacks in the first place, including
regular data backups kept offline, email policy procedures, and keeping
all the organisational systems up to date and patched.
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