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base and on current, past and future projects, including addresses and payment details.
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Business exposure 
and implications

architectural drawings can provide a roadmap for criminals to gain access to 

and employee data.

fine under GDPR. Companies may also find themselves on the receiving end 

believe that their data had not been suitably safeguarded.

Mobile dependency 

Adding another layer of exposure, valuable technology (such as laptops) is 

easy target for thieves.

Increased reliance on technology

Key industry 
statistics

Cyber risks in the construction industry 
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impacted by, but the most common include: 

KYND’s analysis of key cyber risks 
of the top* 100 UK construction 
companies
*by turnover

Ransomware Risk

47.5% of companies had at 
least one external internet service 
exposed which would place them at 

Email Spoofing

91.5% of companies were 
vulnerable to having their email 
addresses spoofed.

Vulnerable Services

85.0% of companies were 
running at least one service, such as 
an email server or web server, with a 
well-known vulnerability to cyber 

41.5% of companies had 
at least one service that was using 

longer supported and vulnerable to 

31.5% of companies had at 

had expired, been removed or 
distrusted.

industry could be impacted by, but the most common include:  

Phishing 
Malicious emails designed to look like genuine emails which 

stealing passwords in the process.

Viruses 

Hacking 

systems with the intent to steal or destroy data. 

Ransomware 
A malicious programme which locks access to company files 

access may be restored. 

What types of risks exist?
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Scenario

‘Spear phishing’ involves sending a fraudulent email that looks genuine. 
Hackers spoof the ‘From:’ line of the email so the sender feels real – say 

clicking a malicious link in apparent good faith but that response - 

That single email reply harvested the full names, addresses, employment 
status and tax records for every employee working for the company 
during that year. 

Conclusion
Never put blind faith in what arrives in the inbox. The sender may be fake 
and click-through links may be malicious. Human processes are key: 

the requester to establish bona fides.

How KYND can help

With just a website name, 
KYND reveals your 

Instantly KYND lets you know if 
your emails are spoofable or if 
you’re vulnerable to a 

KYND provides clear and easy 

technical jargon

and alerts you instantly if any 
new cyber risks are found

broker@kynd.io  www.kynd.ioGet in touch broker@kynd.io  www.kynd.ioGet in touch
References:

1 https://www.law.com/thelegalintelligencer/almID/1202796167810/?slreturn=20200928055140, 2017, The Legal Intelligencer
2 https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/875799/Cyber_Security_Breaches_Survey_2019_-_Main_Report_-_revised.pdf, 2019, Cyber Security Breaches Survey 2019
3 https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/520345/crime-against-businesses-2015-hosb0316.pdf, 2016, Crime against businesses: finding from the 2015 Commercial Victimisation Survey
4 https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/520345/crime-against-businesses-2015-hosb0316.pdf, 2016, Crime against businesses: finding from the 2015 Commercial Victimisation Survey


