| Cyber risks in the aviation industry

Business exposure
and implications

Aircraft

The aviation industry relies upon computer-based interconnected systems,

such as air navigation systems, aircraft control and communications, flight
information systems, and many others that are necessary for the daily running of
operations. The number of digitised processes is soaring, which means training
employees in the use of these systems. This makes the risk harder to predict, as
you can never totally remove human error from the equation. If human error or
malware interrupts any of these processes, there is a physical impact on the
ability of the plane to take off, and that can cause huge disruption.

Financial fraud

Airlines have access to very sensitive customer data, such as their passport
information and their financial details. Stealing this data is a very attractive
prospect for cybercriminals targeting the aviation industry, which can include
attacks such as email compromise and invoice fraud, or attacking booking
systems and loyalty rewards programs, giving access to customers’ air miles.

The danger of domain spoofing

The vast majority of customers buy their airline tickets online, as it's easy and
convenient. A large percentage of these customers will also use an airline’s
website, as opposed to a travel website.” Cybercriminals exploit this tendency
by registering domain names that look really similar to the airline’s website, and
tricking customers into handing over their personal and financial details.

Supply chain cyber risk

Even with advanced cybersecurity, a large vulnerability is through third-party
service providers and suppliers. Since the aviation industry is globally
connected through airports, they are especially exposed to threats. Booking
systems, for example, are almost all outsourced to one of a few companies.
Airlines also often provide remote access to employees of third-party service
providers, giving them access to the airline’s systems or applications. If these
third-party suppliers don’t have sufficient cybersecurity measures in place,
the airline is also vulnerable to being compromised by a cybercriminal.
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Type
A large airline company lost hundreds of thousands of customers’ sensitive
information to a cyber breach.

Scenario
Customers using the airline’s website had their credit card details stolen.

Sting

A cybercriminal was able to inject malicious code into the airline’s website.
While customers were buying their tickets, their payment data was being
sent to the cybercriminal at the same time, and the customer wouldn’t
even notice. This resulted in the theft of data from hundreds of thousands
of customers, including their credit card information. This breach was not
discovered until two months later, when a third party noticed it.

Investigation

The subsequent investigation revealed that a cybercriminal had stolen login
details from an employee of a third-party cargo service provider, who was
using remote login access to access the airline’s applications while working
remotely. Because the remote login system didn’t require multi-factor
authentication, and anyone could log in using just a username and

password, it was much easier for the cybercriminal to infiltrate the network.

Conclusion

A massive penalty was levied, and thousands of customers had to change
their credit card details. This resulted in damage to the company’s
reputation, as well as inconvenience and stress for the customers. In a
global sector where the exposure to cyber risk is widespread, even basic
security protocols such as multi-factor authentication can prevent a data
breach. Implementing these measures doesn'’t have to involve technical
expertise.
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How KYND can help

With just a website name,
KYND reveals your
organisation’s cyber risks

Instantly KYND lets you know if
your emails are spoofable or if
you're vulnerable to a
ransomware attack

KYND provides clear and easy
recommendations without using
technical jargon

KYND continuously monitors
and alerts you instantly if any
new cyber risks are found




